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PURPO“F

These regulatlons are concerned with the safpguarding of
official 1nformat10n, the unauthorized disclosure of which might
impair or harm the security of the nation, Official information is
of varying degrees of value to foreign governments and therefore -
requires corresponding degrees of protection. Official matter must
be examined and evaluatod and if protectmon is required, graded
in accordance with the degree of protectlon necessary for 1ts saecurity.

It is thornfore necessary, to establish uniformity throuhh-
out the various executlve departments and agencies, to provide mini-~
mun standards which will enable officers and employees (1) appropri-
ately and uniformly to classify information according to the degree
of protection which ?t requires, (2) to accord proper and uniform
protection to all cl%assii“ic—:d information, and (3) expeditiously to
change the classificgtion agslgned to information whensver conditioné
are such tﬁat a diff?rent degree of protection is required., Tt is l
the purpose of thosegregulations to preseribe minimum standards fof f
disseminating, handling, storing, transmitting, classifying, declassiw
fying, upgradiﬁg and downgrading information in the possession of'thé
executive departments and agencies of the United States, in order that
these three obj@ctivos may be achieved, ‘
However, nothlng in these rrgulations shall be construed
| to authorize the dlssemlnatfon, rclease, handllng or transmiSSLOn of
any classified 1nforqatlon contrary, to the provisions of any law,
executive order or P#esidential directive which restricts the dis-
semination, release,ihandling or transmission of such information,

| g SFCTION I-~DFFTNITIONS
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3+ MATWRIAL ~ The term "maotcrial” as used herein means
any document, product or substanée on or in which information may
be recordcd or cmbodicd.

4, DOCUMFNT - The term "document" as used hercin means
any recorded information regardless of its physical form or charac-
teristics, and includes but is not limited to ths following: (1)
written material whether handwritten, printed, or typed; (R) all
painted, drawn or engraved material; (3) all sound or voice‘:ecordings;
(4) all printed photographs and exposed or printed film, still or
rnoving; and (5) all réproductions of the foregoing by whatever processs

5. PRODUCT AND SUBSTANCE - The terns "product" and "substance"

as used hcrein mean any item of material (other than documents) from
which information may be obtained; apply to items in all stages of .
development, processing or construction; and include elements, ingre-
dients, components, accessories, fixtures, dies, models and moék~ups
associated with such items,

6. CLASSIFIFD INFORMATION - The term "elassified informa—

tion" as used herein mcans official information, the safeguarding of
which is necessary in the interest of national security, Classified
information may be "Top Secret", "Secret”, fConfidential" or "Re=
stricted", depending upon the degree of protection necessary for its
safeguarding,

7. TOP SECRET -~ Information and material, the security
aspect of which is paramount and the unauthorized disclosure of which

would cause exceptionally grave damage to the nation,

8, SFCRFT ~ Information and material the unauthorized dis-—
closure of which would endanger national security, or might cause

scrious injury to the interest or prestige of the nation,
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18, RES5. <ICTFD - Information and material which requires
security protection bther than that dotermined to be ﬁTop Sécret",
"Secret!, or “Confidential", The term "Restricted" as usedfheroin
is n?t to be confused with the term "Restricted Data" as defined in
Sec.ElO(b)(l) of the Atomle Fnergy Act of August 1, 1946, c.724,
60 Stat. 7663 42 USC Sec, 1810(b)(1)s The Atomic Fnergy Act defines
"Reatricted Datal as:follows:
"The term 'Restricted Data! as used in this section _.
- means all data concerning the manufacture or utilization
of atomic weapons, the production of fissionable material,
or the use of fissionable material in the production of
power, but shall not include any data which the Commission
from time to time determines may be published without

‘advarsely affecting the common defense and security.!

1l. UNCLASSIFIWD INFORMATION ~ The term M™anclassified

information® as used;herein neans information requiring no security
protection and therefore not included in one of the aforementioned
classifications,

12, CRYPTbGRAPHIG SYSTEH ~ The term teryptographic system?

as used herein means;any document, product or method employed to
change information ffom plain language form to unintelligible form
or to change the resulting eryptographed information into plain
;language form. | | '

13. RPGISTERED MATTFR - Reglstered matter is that to which

a register number is assigned and which is accounted for at prescribed
intervals and upon sbecifiod occasions. Registered matter should not
be confused with registered mail, |
1l TELEG&AM -~ The term "telegram" as used herein means
any AOcument recordiﬁg information for transmisgion by telegraph,
telephons, éable,‘radio oy other electrical means of transmission.
Apprbfed EoP.FeldYse 2D0 1GSOM d:xﬂmm&md@mnm 6600400468

classification categories after determination has been-made;that the
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17« D7 CLAQ%TFY - To remove the socurity cla351flcation.

18, DOWNGNADW ~ To asalgn a lower classiflcatlon than that

prev%ously asoi"ned.

19. UPGRADR -~ To a561pn a higher cla551ficat10n than that

pr°v1ously assiunnd.

20, APPROPHTAT? CLASSTFYTNG AUTHORITY

A, In General. The term "approprlatn ClaSollen* authorityn
as used herein mﬂans the head of the originating a agenecy and those he
has authorized to cl§531fy, declassify, upgrade or downgrade informa-
tion,

Be Material Officially Transferrsd from Criginating Agcncy

to'Anothcr Agency.  In the case of material transferred, by opcration

of law or by Exocuti&e Order, from one egency to another for the -

latter's use and as part of its official files as distinguished from
tranéfers merely forjpurposcs of storage, the receiving agency shall
be deemed to be the ﬁappropriate classifyiﬁg auﬁho¥ity" for all purposes -
under these rogulati?ns.

Co Material of Defunet Agency Not Officially Transferred to

Another Agency. When any agency has in its possession, on the cffec—

tive date of these regulations, any material which is then, or there-
after chomes, five years old and it appears (1) that such -raterial
originated in an aboncy which has since hecome defunct and whoqp
records, files and other raterial have not been officially transfeorred
to énother agency wiﬁhin the meaning of subsection "B" above, or

(2) that it is impossible for the possessing agency to identify the
originating agency, dbd‘(B) a review of the material indicates that

it should be‘doanraded or declassified, the sald possessing agency

2001/09/07 ; CIA-RDP78-04007A001100040046-6
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agency of the nature‘of the material and of its intention to declassify
or downgrade the samé. During the thirty-day pefiod the other ageneoy
may,éif it so desires, express its objections to declassifying or
downérading the partioular material, but the power to make the ulti=-
mate?decision shall reside in the possessing agency.

2L, VMARKING ~ The term "marking" as used herein means the
physical act of indicating on classified material the assigned glassi—

fication or change therein.

' 22¢ RUCORD MATRRIAL =~ The term "record material! as used

~ herein means all books, papers, maps, photographs, or other documentary .
materials, regardless of physical form or characteristics, made or
received by an agency of the United States Government in pursuance

of Federal law or in connection with the transaction of public business
and preserved or appropriated for preservation by that agency or its
legitimate successorjas evidence of the Qrganizétion, functions, policies,
operations, deoisioné, procedur@s, or other activities of any agency of
the Government, of bécause of the informational volue of the data con

§

tained therein.

23. NON-RECORD MATERTAL ~ The term 'non-record material
as used herein means extra coples and duplicates the use for which is
esscntially temporary; short-hand notes, used carbon pape;;’prolim-
inary drafts; and other material of similar nature.

R4e RECORP COPV - The torm 'record copy" gs used herei

means the origin incoming documgfit received by sy agency oy/the

official permghent file oopy any document ppepared withif the

agency ang designated as/xhe record oopy by’%he agency bncerned.
SWPTFON IT -~ RESPONSIBILITIR®S
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. Be Fach individual in the executive branch is directly
responsible for familiarizing himsclf with and adhering to all regu-
.latiops applicable tojhim which are issued to govern the security of
information.

26, AUTIORITY TOR HRADS OF AGENCIWS TO DFELEGATR - The head

of an agency may delegate the p@rformdnco of any or all of the functions
charged to him hereia, but the ultimate responsibility for the safe-
guarding of classifiéd iﬁformation within the agenéy remains with and
rests upon the head 6f the agency, including:

L, Such additional instructions on the safeguarding of
classified informatiqn 28 requiremonts of his agency may dictate,

B, ‘Security of his agénéy's messenger-courier sjstems_for
transmission of classified material,

" Ce Authorization of appropriate officials within his agency
to classify information. Authorizations to classify information as
"Top Secrét".or "Sao;et" rast. be held to the minimum necegsary for the
performance of requirecd activities, and rust be maintained at a high
level within the agenéy. The authorizations to classify information
as "Top Secret' should be substantislly more limited in number than
those for "Secret" and must be restricted to those officials whose
functional requiremeﬁts are such that thaey must‘have that authority,

D. Designétion of those authorized to receive "Top Secreth
material. g

E. Design%tion of officials responsible for "Top-SecretK

control, v ,
AppgovediEer Ralpass 300 RHOT aGHRRPTS:04007 A0M00040946:6

security programs in the varicus orsamizational units of the agency,
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T Procedures governing dissemination of classified informa~
tion{outside hié agency. |
| Je Procedures governing changzes in classificatiog and the
destruction of classified méterial.
| Ke Thorough indoctrination of all individuals of his agency
in security regulations and procedures,
Tie Iséuaqce of additional instructions pertaining to come
munications security,:registered matter, Restricted Data and other

subjects requiring additional regulations.

SECTION IIT
RUL®S GOVHRNTNG CLASSITTCATION, UPGRADIING,

DOVNGRADTNZ, AND DRCLASSIFICATION

Q7¢  GENWRAT, CLASSIFICATION PRTUCTPLYS

Av  Unlformity of application of classification is a

requlrement for the proper safeguarding of classified information,
Lack of uniformity will cause inconsistencies in the handling of such
information and a consequent loss of security. |

In the interest of preserving the integrity of the
sécurity'classificatioﬁé 1Top Secret, "Seerst", "Confidential® and
"Regtricted" and to hvoid confusion, these terms should not be uscd
alone or in combination with other words for the purvosc of limiting
the dissemination of information other than in the intercst of national

gacurity.

B, Use of Lowest Consistent Classification, Information
shall be 5ssigned th¢ lowest classification consistent with its proper

protechifitovedVFsr Releadé Z00109/0754 CA-RDPI8204007A004100040046-6 he

importance of properly classified information and causes unnecessary
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28 SPECTAL CLASSIFLCATION RULYS

A Changé in.dlassification of Information.i No change
may bé'made in the assigned classification of information without the
consent of appropriate classifying authorlty; extracts from or para-
phrasés of classified documants must 1ikmwise be maintained in the
assighgd classification unless the consent of appropriaste classifying
authority to downgrqée or declassify such extract or paraphrase is
secured or unless thé ageney making such cxtracts knows positively

that they bear a classification lower than that of the document from

which extracted or that they are not classifi-d,

RBe Clossificd Telograms may be referrced to, extracted
from, paraphrased, downgradcd, declassificd and disseminated only in

accordanCG'with<sp@cial regulations issued by the head of the originating

aAgency.

' _Clnssﬂfiﬁd tolograns are transnlttod over eryptographic
systens and rmust be ﬁandled in accordance with the regulations of the -
transmitting ageney. |

C. Information Originated by a Foreizn Govermmcnt,

o st e

Information of & clagslified nature originat:d by a forcign goverament

and furnished to theéUnit@d States by that government shall be placed

in a classification éategory winloh will assure a degree of protection

equivalent to or gre%ter than that required by the originating govern-
i

ment, : |

De Ddcuments in feneral, Documents shall be classificd

according to thelr own content and not nscessarily according to their

relationship to othef documonts, ®eforonces to classified material
Approved For Release 2001/09/07 : CIA-RDP78-04007A001100040046-6
which do not reveal qlassified information should not be clessificd,
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Fe Multipl@ Classifications. A docunment, product, or

L

subatanow will b@dr @ classification at least as high as that of its
hlyhost classificd comvoaonts. Pabvs, par&wraohs, ‘sactions, or com-
ponrnts may bear dlff(ront classifications, but tho document, product
 or substance will bnar only one overall, 01155111cat10n.‘

Ge A Letter of Transmittal shall be olassified at least

as high as its hig host classified cnclosure,
i

29, ¢ UPGRADTNG
| A ﬁhen information is uppraded, the appropriate
classifying authmrmty shall so notify all addrwss¢os to whom the in—
formatlon was originally transmitted. |

Be If the recipient of information beiiGVGs that its
assigned claséification is not sufficiently protective, he shall safe-~
buard it in ¢ ccorduncu with the classification he decms avprovrlate
and shall bring hmq reasons for such belief to the attention of appro=

priate 019591fy1n5 authorlcy with a ruquwst for uwpgrading,

30, DO”NG DTHNG AND D“CLA€~IPT1ATTO”

Ae Automatic, Wherever practicable, the classifying
official will place a notation on classifind natertal, oxenpt telcgrams,
that aftor a spncifiéd event .or date, or upon'removal of classificd
onclosurns the material will be down radud or declass ified.‘ |

R Non~automat10. Ampropriate classifying authorit
Jprop £

may downgrade or d@c}assify information when oircunstapces no 1ong@r
warrant its retentioﬁ in its oripinal classification, thn.mat@rial

| W
is dovmgraded or dGcl'SSJflPd the custodian of the récord sop, in the
case of a document, nf the custodian of the products or substances

kAl e | rpﬁéle‘a%%’zﬂ’ﬁlifaé%"?¢E1E\”RB%7%406’?1A0%13%%%&’@360*

the material shall be similarly advised,
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SROTTON IV
DISLE”INATION OF CLASSIFTAD THTORMATION
.i 3l.. GEMWRAL = o pafson 1s entitled solely by virtus of
his oﬁfice or position to knowledge or possession of classiffed informa-
tion.: |
The safngua%ding of ¢lagsificd informotion is the responsi-

bility of every indivlidual into whose possession it comes.

Gare must be excrcised at all timcs not only to rufrain from

discussing classifiadéinformatiun.with or in the prescnce of unauthorized
persons, but also to prevent inspoeetinn of or aecess to classificd
information by unauthorized porsons, |

The head of each ayeney should provide a systen for thc

2

control of the disseminetion of classificd infomotion adequate to the

needs of his agency. |

32 LTVTITATICNS O NI THATTON

Ae  Within the Txoeutive 3ranch, The dissemination of

classified information shall be linmited to pers-ns whose officierl
duties require knowledge of such informction, 8paeial noosurss sholl

be erployed to limit the dissemination of MTop Secrot" information to

the absvlute minimum,  Only that portion of "Top Scerst" information
necessery to the prepor plaaning and appropriste aetion of ony or,eniza—
tional unit or individual will be reloascd to such unit or individual.

2, Outside the Fxocutive ®ronch, (Classifled information

shall not be dissominsted nutside the executive branch by any pecrsoen or
N . { '

1

ageney having access therets or knowledss thereof excent under eonditions

and through channcels authorized by the head of the disscminating ugeuncy,
even though such person or agency nay have been solely or partly

responsiARRravedfier Belenss;2001/09/07 : CIA-RDP78-04007A001100040046-6
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C.. Information Originating in'Anothmr ﬁgenéy. Fxcopt

as otherwise providéd by Soetion 102 of the National Sceurity Act
of July 20, 1947,'0;343, 61 stat, 498, as amended, 50 U.S.C..Soc. 403, 4
clngsified Infornation originating in another agency shallgnot be dis-
seminated outside tho receiving agency without the consent of the orige
inaﬁing agencf. |

‘ "Tﬂp;Secret" and "Sacratt documents and ather matorisl
originating-i: Toier-ageney- shall not be reproduced ﬁithout the

consent of the originating agency.

D. Teiephone Convgraat;ons. Classifi~d infsrmation
shall not be rmvmal%d over the telephone, However,_thé head of an
agency may permiﬁ the practice, within his agpeney, of discussing
“informntion classified a8 "Restrictoad! and originated within his own
- BEency. | |

33. LOSS OR SUBJWCTION TO COMPROITTSE, Any person in the

executive branch whq may have knowledge of the loss or possible sub-
Jeeticn to comprbmiqé of classified information shall promptly report
the circumstances to a designated official bf his aygency who will take
appropriate action, including advice to the originating‘office or

Aencye.

% This section creates the Central Intelligence Agency, Its pertinent
portions are subsections (d) and (e)s Subsection (d) in substance
empowers the Central Intelligence Agency (1) to advise the National
Security Council concerning the intelligence activities of sovernment’
ageneins relating to national seeurity, (2) to make recormendations to
the NSC for the coordination of such activities, (3) to correlate and
evaluate intelligence relating to the national sacurity and provide
for the appropriate dissemination thoreof within the government,

(4) to perforn for the benefit of existing intelligence agencies

such additlenal services of cormon concern as the NSC determines can
‘be more effielently accomplished centrally, and (5) to perform such

o2 i Reproveacias Reeess AOBHDRD) | CInHOBT K PigGPROFF OG0 T2y

cxtent recormended by the N9C and approved by the President, such intelli-~
gonece of the Zovermient amencics shall he amem o & f oo e o 2o
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SFCTTON ¥
RUL 45 GOV“{HTNP YNOTING OF CLASATFIAD VATRRIAL !
(Including Jarklng, Transmission, Storage,
and Destruction)

34e ARKING =~ After datqrmination of the classification
to bofassigned, classified material shali be marked in accordance with
the prdcedufesvset forth below., Existing "Top Secret" or “Secret!
material not now so_markod shall bo appropriately marked. Fxisting
"Confidential" or “Restrictodh méterial, adoquately stored but not
properly marked, neoé not be marked until removed Irom éuch storage
for use. |

A¢ Docunents

(1) Bound Documents. The assigned classification

~n bound documents, such as books or pamphlets, the pages of which.are
permanently and sacuyely fastenad togother, shall be‘conspicuously |
marked 5r stanped on the outside of the front cover, on the tifle‘
page, on the first page, on the back page and on the outside of the
back ‘cover. In each‘case the markings shall bo applied to the top

and bottom of the page or cover.

(2) Unbound Documents, The assigned classification

on unbéund documwnts, such as letters, memoranda? reports, talagrans,
and other similor documents, the pages of which are not permanently
and éecurely faqtenéd togethor,; shall be conspicuously nmarked or
stamped at tho top and botton of O”Ch page, in such manncr that the
marking will be clnarlJ visible when the pages are clipphd or staplcd
together.

i
)
i
I

;(3) Charts, Maps, and Drawings. Classified charts,

naps, and drawings shall carry the classification'markinﬁ under the
legend Amlwedof@élgeleassozﬁoﬂ H08/07,c C1A-RBPT 8:84007 A 00D 00400468 duced

on all conies made thorefrom. The classification will nlso be marked
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Be Products or Substances. The assigned clagsifi-

cation shall be consbicuously marked on classified préducts:or sub-
stanc?s, 1f possible; on their containers, if possible; or, if. the
-nrti@le or container;cannot be marked, written notification of the
aSSiénod'classification shall be furnishod o recipients thereof,

+ .

Ce Additional Markings,

(1) Material Furnished Porsons not in Federal
Service, When classified material which c¢ontains information affecting
the national defensc is furnished authorized prrsons other than those
: :
in the Federal Service, the following notvntion, in additinn to the
~assigned classification marking shall whenever practicable be placed
on the matorial, on its centainer or on the written notification of
its assipgned classification:
"This material conteins information affecting

the national defense of the United Statos within

the meaning of the espionage laws, Title 18, U,8.C.,

Secs. 793 and 794, the transmission orp revelation

of which in any manner to an unauthorized person. -

is prohibited by law.n

35« TRAISMISSTON

Ae Proparation of Classificd Informetion for Transmission,

(1) Outside an Acency.

| (a) Top Secrct and Secret Matorial

(1) "Top Sceret" or “Scerat® material
shall be enclosed in cpaque inncr and outer covers.

i (i1) The inner cover shall be a secaled

wrappsar or envélopa blainly marked with the assigned classification
and address. f

| (111) The »uter cover shall be sealed

Approved For I?elease 2001/09/07 : CIA-RDP78-04007A001100040046-6
and addressod with no indication of the elassification. :

!
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j ' (v) ¥Vritten material will be protected
from dlruct contact wi*h the inner cover by a cover sheet or by folding

1nward. . 'i
oo ‘ "

(b) Confidential Material

(i) "Confidential® material shall be

e
prepared for transmission in the same manner as that indicated for
"Top Sccret" and "Secrct! material, except that it will: be covered

by a receipt only thn the scender deens 1t necessary.

I
i

(¢) Restricted Material

(1) Restricted material shall be trans~
mitted in a sealod wrapper or @nveloPé without any indication of the
classification of thé contents shown thereon,

| (i1) No receipt is required for Rsstricted
material.,

(2) Within an Agency. Preparation of classified

information for ﬁransmissian within an agency will be governed by
regulations issued by the hcad of the‘agency to insure a degree of
seceurity equivalent to that outlined above for transmission outside
an agency.

B. Transmission of Cldssified Material.

(1) ZIup Seoret Moterial
| (a) The head of each agency shall designate
Top Secret Control Officers who will reccive, maintain registers of,
and dispatch all "pr Secret" meterial,
‘ é " (b) The transm1351on of "Top. Seerct! informa—
tion will be effected preferably by direct contact of officials conw
ecrned, and alternntlvely by specifically dosignated porsonnel by |

Approved For Release 2001/09/07 : CIA- RDP78-04007A001100040046-6
State Department Dlplom wic Pouch, by a messenger-courler system '
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o e h (d) ‘Under o eiroumstanons will "Top oocret"

"'materialfbé tran;mltiod by mail or by‘pﬂrsona not clearcd for 1ccess

‘l . ‘ -

'to "Top 5eoret" material,

s e e

| ‘f” o (2) Sverst mutbrjmﬁ(éhaji be delivered within

e e e i st ey

L (4 Seernd Aidineid = .

the contlnantal Unltpd StatdE by one of the neans estﬂblished for
r”Top Secrett mﬁterial, by an authorized courier or by United States

registered mail.  Steret maber: Ltal may be transnitted outside the
B P . i

continental limit$ hf the. United Stetes by one of the means Lotdbllshcd

.for Top Socrct na wrial by State Depprtment ulolomatnc pouch, com-

Y nandgrs or wabttrs hf vesgels wf United States rag¢btry, or by U.o,

‘Post Offico roglqtmreu mail through Army, Navy or Lir Torcn poqbdl

.facmlatlcs, prOV1u d thﬁt the Pubﬁrldl ao<s net dt any tLPP puas out

of United )tdtﬁu GOVbrnrwnh centrol and dO@b nmt pFSS through a foreign

] A ‘
. | o CL I LN p— Aabory $hat trwasnlosien el

M e B e e . - ;
sontody of et m& wedoad, b sovered By o Feowliet mrate, ‘

L R R

(3) Confidential Faterial shell be delivercd
‘within the United States by one of the means established for'hipher
clasqlflc“tlongy by authorized courier, or by ordinary mail. Outside

the continental Unitod Stotes, "Confidential® material will be. trans-

‘mitted in the same manner as authorized for higher classifications.

S {4) Restricted Maturinl shall be delivered within

:the‘continental United States by any neans authorized for higher

Fax]

catiana or by ordinary mﬂllﬁ LXprOSo or frgl{ht. "HvstrLctcd"

rmaterlal.shall be dcliver@d outside thn cont1nmnt°l Unlt@d States hy;

e I

ma of tho m@ans eotibLl shed for higher'classifications, However,-

“’é’l“’tr‘ﬂ'“‘n o FoF i% 828%6‘%“/8@?6%?c’}ﬂ-mb%ﬁﬂ%ﬁ?ﬁo@hqnghh@nw&tfgd_, .~

pproved For’
by Army, Navy or Air Foree postal channels,
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(1) Top Secret Material will be stored in the

mostxsecure facilitiés avallable. Such matter normally,will be stored
in ajsafe, steel file cabinet; or other steel container having a

threé position dial-type combination lock and of such weight, size,
construction, or insﬁallation as to minimize poséibility of physical
theft or damage by fire or tampering. In-lieu of such a container,
.the matter may be st?red.in a secure room or vault which is approved
for such use by the‘head of the agehéy and which ié seéurely locked
when not in use. Such approval shall not be construed to relieve the
custodian of.any respongibility for the safety of the classified matter,
If the foregoing safeguards are not available, matter so classified
shall be kepﬁ under surveillance of an armed guard when not in usc.

(2) Secret and Confidentinl Matcrial will be

stored in a manncy authorized for "Top Secrcth material, or in metal
file cabinets equipped with a steel lockbar and approved three combi-
nation dial~type'padio¢k from which the manufacturer's identification
mmbers have been obliterated or in comparably secure facilities
approved by the head of the agency.

(3) Restricted Moterial may be stored in a manner

aﬁthorizod fof higher categories of classified material, but ordin-
arily will be storgd in a container equipped with a reasonably secure
locking de&ice or oﬂhér storage facility’of comparable security approved
by the head of the %gency.
" Be inspegtions

j(l) It is the responsibility of the individuals
charged with the cuétody of classified ﬁaterial to accomplish the
necessaAPRERYRLEREReIRAES; 2001109407 ; GIA-RDRTE,04007A011100040046-6
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Cs Safe Combinations

(L) safe combinations will be changed at least
once a year; whenever a person know1ng the‘combinatlon is transferred
fromtthe office to which the safe is assigned; when a sa fe is first
' brouéht into an offiée; when the combination has been subjected to‘

ompramlso and at such other times as deemed necessarys

(2) Knowledge of combinations should be limited
to the mindmum necessary for operating purposess

(3) Safe comblnatlons shall be gilven a classi-~

fication equlvalcnt to that of the most highly classified materlal *

authorized by these regulations to be contained in the safe,

37, DRSTRUCTION oF CLASG"FI“D “ATWPTLL

Ao Tyves cf Material Whlch May Be Destroyed

(1) Record Material may be destroyed only in
accordance with the ‘Act of July 7, 1943, as amended, 44 USC Secs. 366-380. b

(2) Non-Record Material may be destroyed as soon

as it has served its purpose.

B, Methods of Destruction. Classified record meterial,

the destruction of which has been authorized, and classified non-record
material will be destroyed by the following methods under procecures
establlshed by the head of the agency.

5(1) Top Seeret, Secret and Confidential Documents

will be destroyed by burning; products and substances by an equally
complete method Cf.éestruction; in each caso.in the prescnce of an
appropriate officlal. Uﬁd€r the most umisual circumstances the head
of an agency may uutharize destruction of documonts other than by

' I
burning, provided the resulting destructlon is equally complete.
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burning, shredding or reduction to pulp, or an uqually complete method



